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Setting Security for Users
Access to different parts of the application can be given to specific employees or groups of employees. This access can be set at five levels: 

1. Reader - This user or group has the ability to read the given area. 

2. Create – This user or group can create items in a given area.
3. Update - This user or group has the ability to add and edit items in the given area. 

4. Delete – This user or group can delete items in a given area.
5. Delegate - This user or group has the ability to grant/restrict access to the given area by using the Security Settings window. Ability to add, edit and delete. 

Note: Site Administrators have access to all areas of the application regardless of security settings. 
The security for each specific Tab, module, or module item will be identified through a lock icon.  

Re-Setting User Password

Navigate to the User’s People Tab.  Select the pencil edit symbol at the top of the page next to the User’s name.  The User’s information opens in an edit screen.  Re-type the password under the User Name (re-type again.)  Save.  The next time the User logs in, he/she will use the new password.  

Forgot Your Password Feature

The "Forget Your Password" option on the log in screen has a new e-mail message and a new password changing screen.  The e-mail message now includes a link to automatically log you in to Connections Online with the temporary password.  This should make logging in with the temporary password much easier.

After logging in with a temporary password, you will then be sent to the password changing screen.  Once you enter your new password, you can then continue on to Connections Online

If you have multiple Connections Online accounts with the same e-mail address, all of them will be listed in the same message and have the same temporary password
Common Security for Users will be Delegate Authority for their own People Tab and specific modules on that page.

Users will set the security for the page at the top right of the page – click the security icon.  A typical default setting would be that the User’s People Tab cannot be seen by other people in the organization.  Users can set the security on that page to allow boss (or others) to see their data.  Users click the lock icon, add their boss’ name, and check the security they want their boss to have.  Then the User needs to save the security setting just created.  Users will do the same thing for Individual Metrics, Follow-up Tasks and the Dialog.
Typical Security:
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Another typical setting will be for Users to be part of a Department Security Group.  This security group, added to the group’s Department Tab security, allows the members of that group to read, create, update, delete, and/or delegate security for the Department.
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Security Using Propagation:  The security change will propagate “backwards” to all the elements on the security module you are editing.  You will be able to propagate the default security on the site page as well as security elements on the metric and project modules on the organization, department and people tabs within the application.  
To propagate the security changes “back to the creation of the element” open the security lock on the page, make the security change, then click the propagate icon for the security module you changed.  An edit window will appear for a choice of three ways to propagate.  Check the one you want and click the “Propagate” button.  A message will appear to tell you that the security has been propagated.  Use the second radial button for most propagation.
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Propagating Options
There are three options on how this operation will behave when you click on propagate security:
· Option One: Overwrite. Default security will overwrite all existing security. This choice would rarely be used as it overwrites all other security.
· Option Two: Add and Update. New security groups and users will be added, and existing settings will be updated to default security settings. Existing settings that are not in the propagation will be unaffected.

· Option Three: Add New Only. New security groups and users will be added, but existing settings will remain the same.

Option Two is the common choice, it will add new items and update any overlapping items. Option three just adds new items and doesn't update overlapping items. Here's an example:

Current:

User A - Read, Update, Delete

User B - Read, Delete

New Security to Propagate:

User A - Read

User C - Read, Update

After Option 1: (overwritten)

User A - Read

User C - Read, Update

After Option 2:

User A - Read (this is overwritten)

User B - Read, Delete (this is untouched)

User C - Read, Update (this is added)


After propagating with option 3, you would have:

User A - Read, Update, Delete (this is NOT overwritten)

User B - Read, Delete (this is untouched)

User C- Read, Update (this is added)

Security Using “Reports to” and Propagation:  There has been a security category created called “Reports to”.  All Users should have their boss as the person the User reports to.  This can be checked by the User on the People tab – click the the user’s name and under the organ/dept, the “reports to” will be listed.  If this needs to change, please contact your Connections Online Coordinator.
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If the user has security to change (or create) the person the user reports to, check the box to the right of the department listed, an edit pencil will appear, click the pencil and edit the “Reports to” individual.
Security Tip:  On the People security page, under Individual metrics, the default is that no other user can “read/see” the Individual metrics.  Consequently, the default is that the employee’s boss cannot “see” the individual metrics.  If the employee wants the boss to see their individual metrics, they can select the lock in the Individual Metric module, click add, click “Reports to”, add the security you want the “reports to” to have (i.e. reader, create, edit, etc.).    Click the Propagate icon to allow the security to overwrite existing security.  Close the security module.  Your boss should now be able to see the user’s metric.  Saving automatically happens when you change security on the discrete pages (org, dept, or individual.)
Setting Security on the Site Page

Creating Security Groups: Security can be customized by creating security groups.  For instance, departments create a security group with the members of that department for whom special security access is desired.  Use the “Security Groups” module to create a security group.  Click the add button and create a group.  Click Insert.
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Once the security group is created, click the expand arrow to the left of the group and click Add User to add employees to the security group.  Select an employee from the list and click Insert.
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Customizing a Tab or Page’s Security:  To customize a tab’s security, open the tab (org, department, project, people), and select the security lock in the upper right side of the page.  The security page will open – adjust security for the page.  I.e., add the group or employee to the security window and check the desired security settings (Read, Update, Delete, Delegate) for this group or user to have.  For example, create the security group “Information Technology”.  Next, open the Information Technology Department Connection.  At the top of the page, click the lock icon and “add” the security group “Information Technology” for each module’s security desired (i.e. main page, critical measures, projects, dialogs).  
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Scroll down the page to the Critical Measures module, add the “Information Technology” security group and check the security the group is to have, (Create, Read, Update, Delete, Delegate).  Repeat for the Projects module and the Dialog module.

Please note:  Click Propagate icon after you add or change security for each module on this security page – click the SECOND radial and propagate.

Default Security Settings

List of Default Settings on the Site Page
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Below is a list of each security setting group with a screen shot of the default settings:

Organizations/Departments
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Organizations/Departments – Critical Measures
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Organizations/Departments – Organization Dialogs
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Projects
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Project Metrics
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Project Dialogs
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Project Tasks
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Individuals
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Individual Metrics
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Individual Dialogs
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Personal Tasks
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